BOQ TU PHAP CONG HOA XA HQI CHU NGHIA VIET NAM

CUC CONG NGHE THONG TIN Poc 1ap - T do - Hanh phiic
S6: 105 /CNTT-HTKT&ATTT Ha Néi, ngay 25 thang 3 ndm 2019
V/v phong tranh cac nguy co 18y nhiém
ma doc.
'UC THADS TINH TUYEN QUANG
. - Kinh giri: - Thu trudng céc don vi thude Bo;

DEN s6%..<2....... . - Cuc trudng Cuc thi hanh an dan sy céc tinh, thanh
ggéoné. mang.\i..ﬂzm&ég@ pho truc thuoc Trung uo’ng.

Hién nay, tinh hinh an toan an ninh thong tin trong nuéc dang c6 dién
bién phirc tap, cic don vi chuyén trich vé an todn an ninh théng tin lién tuc dua
ra cdc canh bdo, khuyén nghi vé cong tdc dam bao an todn an ninh thong tin
trong giai doan hién nay. Thoi gian qua cac chuyén gia bdo mét da phat hién mot
loai mé ddc co tén goi GrandCrab 5.2 va 15 héng bao mat trén phﬁn mém nén
va giai nén tap tin phd bién Winrar.

- Ma doc GandCrab 5.2 dugc phét tan thong qua thu dién tir gid mao tir
Bo Cong an Viét Nam véi tiéu d& “Goi trong Cong an Nhan dan Viet Nam”, c¢6
dinh kém t&p tin documents.rar. Khi ngudi ding gidi nén va mé tép tin dinh
kém, ma doc s€ dugc kich hoat va toan bd dit li€u ngudi dung bi ma héda. Tin téc
khai théc va tAn cong s& gy 1én hau qua nghiém trong.

- L5 hdng bao mét trén phan mém nén va giai nén Winrar cho phép dbi
twong tAn cong cai dit md doc vao mAy ngudi ding va dnh hudng dén tit ca cac
phién ban ctia Winrar phat hanh trong thoi gian qua. LS héng nay c6 thé duoc
tin tac loi dung d8 thuc hién tin cong ATP nham dénh cép dit lidu.

Nhim béo dam an toan thong tin va phong trinh nguy co bi tAn cong boi
ma doc, Cuc Cong nghé théng tin dé nghi Thu trudéng cac don vi thugc B9, Cuc
truédng Cuc Thi hanh an dan sy cac tinh, thanh phé truc thudc Trung wong quan
tri€t can b, cong chirc, vién chirc va ngudi lao dong trong don vi nang cao nhan
thirc, y thirc canh giac trong cong tdc dam bao an toan thong tin va thuc hién
nghiém tic cac ndi dung sau:

1. Nang cao canh gidc, khong click vao c4c lién két cling nhw mé cac tap
tin dinh kém trong email c6 chira cac tép tin dang .doc, .pdf, .zip, rar,... dugc
giri tir ngudi la hodc néu email dwgc giri tir ngudi quen nhung cach dit tidu dé
hodc ngdn ngit khac thuong. Va thong bao cho by phan chuyén trach quan tri hé
thdng hodc dam bao an toan thong tin khi gip nghi ngd.

2. Céc don vi c6 hé théng bao mat nhu IDS/IPS, Firewall.. .cén theo déi,
ngan chan két ni dn cac may chu didu khién mi doc tong tién GandCrab 5.2
(www.kakaocorp.link; IP:107.173.49.208).

3. Ra so4t va kiém tra phién ban phdn mém nén va giai nén Winrar dang
duogc cai dét va s dung trén toan b mdy tinh, méy chi. May tinh nao dang st



dung cac phién ban cii can loai bd phén mém khoi mdy tinh; Cai dit, cAp nhat
16n phién ban Winrar méi nhit (Winrar 5.70). Ché § chi tai phin mém tir trang
chit Winrar hodc t6 chic tin cdy. Puong din tai phién ban Winrar méi nhét:
https:www.win-rar.com/download.html hodc https://www.rarlab.com.

4. Nghiém tuc thyc hi€én Quy ché Quén ly, van hanh, khai théc, st dung
va dam bao an toan thong tin hé théng mang may tinh ciia B6 Tu phép (ban
hanh kém theo Quyét dinh s§ 299/QD-BTP ngay 08/02/2014), Quy ché Quén 1y,
st dung HE théng thu dién tr cia B Tu phap (ban hanh kém theo Quyét dinh
s6 290/QD-BTP ngay 12/01/2010) va cac quy dinh vé dam bao an toan an ninh
thong tin trén moi trudng mang may tinh. '

Trong trudng hop cin thiét, Quy don vi c6 thé lién hé v61 Phong Ha ting
ky thuat va An toan théng tin, sd dién thoai: 024.62739717, thu dién tir:
csht@moj.gov.vn d& duge hd trg. Thuong xuyén cip nhat thong tin vé an toan
thong tin tai chuyén muc An toan thong tin trén trang thong tin dién tir ctia Cuc
cong nghé thong tin: Attp://cntt.moj.gov.vn.

Tréan trong./.
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